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Property Hijacking

Property hijacking has become more prevalentin the UK and the coronavirus crisis has given fraudsters more
opportunity to make money, fuelling the growth of crime in the UK. This activity involves a fraudster, purporting to be
the rightful owner of the property, mortgaging or selling it, then disappearing with the proceeds of the crime.
Individuals who live abroad, those who own properties with no mortgage and those not registered with the Land
Registry, are at the highest risk of being victim to such a scam. Even though people may be self-isolating in their
properties because of Covid19, doesn’t prevent this type of fraud. Empty business premises may also give fraudsters
greateropportunities toimpersonate the registeredowner.

To help the conveyancing process during the pandemic, HMLR has introduced two newways to sign conveyancing
deeds. The first called the “Mercury approach” was introduced on 4t"May 2020. This is where the signature pageis
signed in pen and witnessed in person (not by a video call). The signature is then captured, with a scannerora camera,
toproduce a PDF, JPEG or othersuitable copy of the signed page. Each party sends a single email to the conveyancer,
attaching the final agreed copy of the document and the copy of the signed page. The second version introducedon
27t July 2020 means HMLR willaccept ‘witnessed electronic signatures’. Thisallows a person to sign legal documents
with an electronicsignature whichiswitnessed at the sametime by a person who also signs the documents
electronically.

HMLR are also exploring whetherwitnessed electronic signatures can be replaced by Qualified Electronic Signatures
once the technology matures.

Although these measures ease problems with post, paper and scanning of documents, fraudsters are likely to seek to
exploit any weaknessesin the process for checking the identity of clientsin land transactions. Conveyancers should be
evenmore vigilant.

Oftencriminalsimpersonatean owner, using stolen or fake identitydocumentsin orderto sell or mortgage a property.
Criminalswill usually target absent owners such as landlords, un-mortgagedproperties, owners living abroad, ina care
home, hospital oreven ownerswho have died.

Our experience has shown that fraudsters often target unoccupied properties because it is easier for them to intercept
post, whichwould otherwise alert the ownertothe fraud.

©

Authorised and regulated by the Finandal Conduct Authority.
A Lloyd’s broker. Registered in England & Wales at The St Botolph Building, .
UNCOMMONLY INDEPENDENT 138 Houndsditch, London EC3A 7AG. Company No. 0C353198. www.locktonsolicitors.co.uk




Fraudstersalso often target unencumberedproperties. Thisis because the consent of the bank holding a first charge
overthe property is normally required beforea second charge can be registered. Inthe eventthat the bankis
contacted about a second charge, the bank may then contact the true ownerdirect, at their otheraddress, to enquire
about the further loan, thereby alerting the ownerto the presence of the fraud. Figuresin the bar chart below from
HMLR show the number of fraudulent applications that it has been able to prevent overthe past 10 years.

Fraudulent applications stopped by HMLR
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Tablel.1 Source: HMLR

HMLR has set up a counter fraud unit, free message alert service and offers restrictions by freezing the transfer of
property until the identity of the legitimate owneris confirmed by conveyancer or solicitor.

The SRA offersrisk advice and warning notices about thefts such as friday afternoon frauds. This scam usually involves
the theft of a large sum of money on a Friday from a property sale. Conveyancers underextra pressure tocomplete ata
time when multipletransactions are being handled, helps the fraudster to evade detection and any possible actionto
freeze orrecoverthe money delayed until the following week. Thisscam can successfully trick the conveyancerinto
sending money to the wrong bank account and once the transaction is complete, it may not be possible totrace the
fraudsterand the money.

Law firmsare a prime target for crimes like the Friday afternoon frauds and reports by the SRA suggest that large law
firms are twice aslikely to be targeted in comparison to smaller law firms due to the substantial amounts of money
they hold and their large databanks of sensitive information.

Since 2014, HMLR has offered a free system called PropertyAlert. It isa process which provides registered accounts
that triggeran email notification if there is significant activity on a property they are monitoring, suchasare-
mortgage. They have found this system to be the most effective in fraud preventionand, as such, all solicitorsand
conveyancers should encourage their clientsto sign up for an account, which can accommodate up to 10 properties
perowner.

The SRA introduced new account rulesin 2019 which permit law firms to send monies to third party managedaccounts.
Although the take up hasbeen very slow, we may see this become more popular as firms see the benefit of transferring
the client account risk which may have a positive effect on the rising cost of professional indemnity premiums.
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