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Information Security & Fraud:  
The real implications for professional firms 

Productivity 
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Profit 



What is at risk? 
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Vulnerabilities & Threats 

People 

Mobile computing 

Social Media 

Cloud Computing 

Outdated security  
Controls 

Unauthorised  
Access 
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Espionage 

Internal  
Attacks 

Natural Disasters 

Cyber Attacks 
(data theft) 

Fraud 

Cyber attacks 
(disruptive) 

Spam 

Malware & Phishing 



Threats & Financial Impact 

Human 
error 
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IT system 
failure 

Third-party  
IT security  

failure 

Cyber  
security or data  

breach 

Data loss from 
backup/restore 

failure 

Natural or 
manmade 
disaster 

Source:  IBM/Ponemon Institute Global Study of the Economic Impact of IT Risk,  2013 

Cyber crime costs small-
medium UK businesses 
£800m a year 18m new malware types 

released in Q2 of 2013 alone 
(McAfee 2013) 
 



Information Security: What is it? 

25% Organisations admit to security 
breaches in the last year 

36% expect a security breach in 
next 12 months 

84% employees believe that colleagues violate 
controls on storage and use of electronic data 

96% data leaks are  
inadvertant 
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People Risks 

• Carelessness, stupidity, malice? 

• Emails  

• Careless conversations 

• Remote working 

• BYOD  

• Shared passwords 

• Social media 

• Criminal intent 
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Staff 

Ex-staff 

External 



People Risks: Mitigations 

Recruitment: 
references & 

vetting 
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Regular,  
Practically-focussed, 

refresher training 

Supervision 

Systems & 
Procedures 
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Awareness Campaigns 
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Frauds & Scams 

Identity fraud 

 

Social Engineering 

 

Fake Law firms 

 

Phishing 

 

Trojans 

 

Vishing 

 

Invoice Hijacking 
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Targetting Identity Fraud 

• Client & Transaction Vetting 

 

• AML Processes 

 

• Identification of Documents 

 

• Training 
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Transaction/Client Vetting 
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Social Engineering 
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Targeting Fake Law firms 

1. Spelling errors and discrepancies 

2. Mobile phone number only? 

3. Verify the Account Number and Sort Code 

4. Be wary of continued abnormal, unexplained delays 

5. Continued inability to contact 

6. SRA Scam Alerts (http://www.sra.org.uk/alerts/) 

7. Alerts & Training  

8. Check listings for your own firm - criminals could steal your identity too! 

9. Due diligence 
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http://www.sra.org.uk/alerts/


Phishing 
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Phishing 

• Bogus email tricks 
you into visiting an 
apparently genuine 
website 

 

• May download a 
trojan/spyware virus 

 

• May ask you to 
provide 
username/password 
data or account 
details 
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Vishing 

• Telephone call fraud 

 

• Impersonating bank staff 

 

• May identify ‘suspicious 
transactions’ 

 

• Likely to know of real 
genuine activity on your 
account also 

 

• Will ask for detailed security 
information 
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Vishing risk mitigation 

• HANG UP immediately 

 

• Use only the OFFICIAL BANK 
NUMBER 

 

• Use a DIFFERENT TELEPHONE 

 

• EDUCATE YOUR STAFF on the risks 
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Invoice Hijacking 

• Intercepting 
correspondence 

 

• Usually legitimate costs 

 

• Creation of phoney 
invoices with different 
account details 
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In Summary 

• IT: XP, laptops, smart-phones, wifi, USB sticks 
 

• Systems: access to data, restrictions 
 

• People: selection, supervision, procedures 
 

• Information: alerts, training, update training, reminders 
 

• Insurance?! 
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Questions 

• As a solicitor with 8 years PQE in private practice, Calum 
understands risk and compliance from your perspective.  

 

• Calum provides risk management training and consultancy to 
Lockton's solicitor clients, focussing on practical measures to 
address current and emerging risk issues . He has helped a number 
of clients to improve their risk profile and marketability with 
professional indemnity insurers.  

 

 Email: calum.maclean@uk.lockton.com  
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Thank you for listening 

 

CPD Hours: 1 hour 

CPD Code: EDA/LOCO 
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