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Overview 

It is no longer a matter of if but when a data breach happens and no industry 
nor company is immune 

Millions of cyber attacks per day 

72% of all cyber attacks are financially motivated 

2015 Lloyd’s estimates that cyber attacks cost businesses as much as $400 
billion a year globally 

Top industries in the US that are targeted are: 

• Healthcare 
• Manufacturing 
• Finance 



Type of Cyber Attacks 



Pre 

It is no longer a matter of if but when a data breach happens and no industry nor company 
is immune 

Assess your cyber risk and mitigate as appropriate. This includes tools, processes and staff 

Create a Incident Response Plan: 

• Test it! 
• Make sure it covers all areas of the business 
• Make sure people are empowered to make decisions and they have backups 
• Make sure you have the right outside support in place 



Post 

When an incident happens you have lost control. The critical part is regaining that 
control as quickly and efficiently as possible 

Don’t panic, prioritise actions, make the decisions that are right for your business 
and customers 

Engage experts if needed but remember you need to drive the process 

Don’t rush to tell customers if you don’t have too. Having a clear consistent story is 
better than a confused and changing one 



Fallout 
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The threat of cyber crime 

Centre for Economics and Business Research 



The new battleground for reputational risk 



External 

Technical / Operational  

Internal 

Human / Organisational / Social 

Industrial accidents 

IT system failure 

Fire 

Pollution of the 
environment 

Natural disasters 

Extreme weather 

Telecommunications failure 

Power failure 

Terrorist / criminal activity 

Epidemic 

Cyber attack 

NGO campaign 

Management Fraud 

Employee sabotage 
(including cyber crime) 

Loss of key staff 

The new battleground for reputational risk 



Bad news spreads VERY fast 



“It takes 20 years to build 
a reputation and five 
minutes to ruin it. If you 
think about that, you'll 
do things differently” 
Warren Buffett 



How you communicate shapes your recovery 



Predictors of value protection 

• Disclose promptly 

• Demonstrate candour and transparency in disclosure 

• Take responsibility for actions or those of your 
agents 

• Demonstrate credible follow up behaviours 

 



The communication conundrum 



The communication conundrum 



Cyber crime – preparing your 
communication response 



1) Information and analysis 

• Confirm legal and regulatory requirements 

• Conduct a cyber threat analysis (based on likelihood 
AND reputational impact) 



2) Communication planning 

• Conduct scenario planning 

• Create an incident response plan (or include as part of your 
existing crisis communication plan) 

• Agree message themes 

• Develop materials to be tailored and used in the event of an 
incident 

• Identify stakeholders with whom you would need to 
communicate (or whose expertise you would need) 

• Plan your communications channels to reach stakeholders 
(and contingencies for lack of email or internet) 
 



Cyber crime response - messaging 

• Facts – what you know to be true 

• Action – what you are doing to address the 
breach 

• Restitution – what you are doing to make the 
situation right (or better) for those affected 

• Prevention – what you are doing to reduce the 
possibility of a repeat incident 



3) Build your team 

• Determine your cyber incident response team 

• Align legal, HR, communication and IT colleagues 
ahead of an incident 



4) Train and rehearse – media training 



4) Train and rehearse – cyber exercise 



Panama Papers: Mossack Fonseca 
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Panama Papers: Mossack Fonseca 



Cyber crime communication planning 

• Confirm your legal/regulatory requirements 

• Assess the potential reputational impact 

• Develop an incident response plan 

• Prepare key elements of your communication response in 
advance 

• Pre-identify, brief and align your team 

• Conduct media training 

• Rehearse your response 

• Act on the learnings 

 



Contact Details 

Jonathan Hemus, Insignia  

Email:       jonathanhemus@insigniacomms.com  

Phone:  44 (0)786 832 9102 

Twitter:  @jhemusinsignia 

Web: www.insigniacomms.com  



Questions 



Jonathan Hemus, November 2016 


