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Overview

It is no longer a matter of if but when a data breach happens and no industry
nor company is immune

Millions of cyber attacks per day

72% of all cyber attacks are financially motivated

2015 Lloyd’s estimates that cyber attacks cost businesses as much as $400
billion a year globally

Top industries in the US that are targeted are:

* Healthcare
* Manufacturing
* Finance
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Type of Cyber Attacks

Ransomware CEO F—raud/ Phishing — Malware
Encryption, Whaling W2 fraud
Countdown etc.

0

Targeted Perceived IP Theft
Hack Breach




Pre

It is no longer a matter of if but when a data breach happens and no industry nor company
is immune

Assess your cyber risk and mitigate as appropriate. This includes tools, processes and staff

Create a Incident Response Plan:

e Testit!

e Make sure it covers all areas of the business

* Make sure people are empowered to make decisions and they have backups
* Make sure you have the right outside support in place
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Post

When an incident happens you have lost control. The critical part is regaining that
control as quickly and efficiently as possible

Don’t panic, prioritise actions, make the decisions that are right for your business
and customers

Engage experts if needed but remember you need to drive the process

Don’t rush to tell customers if you don’t have too. Having a clear consistent story is
better than a confused and changing one
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Fallout

=206 :=

Social Media Reporters Upset Clients/ Upset Staff Regulatory
Customers (Seagate)
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The threat of cyber crime

% of respondents indicating fear of the
following outcomes after a security breach

Costs of the breach (e.g., downtime of :
key systems, clean-up, forensics, credit
reporting, consumer notification, legal... |

Reputation and brand damage due to
customer data loss

Insurance would not cover the full extent
of the damages incurred

Loss of revenue due to downtime of
revenue-generating websites (e.g., Sony
Playstation network)

I

Impact on internal productivity / morale

Loss of competitive advantage due to
theft of corporate intellectual property
(strategic plans, proprietary designs, etc.)

Regulatory and compliance violations
with the implication of fines

Other

IIH

0% 10% 20% 30% 40% 50% 60%

Centre for Economics and Business Research
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The new battleground for reputational risk
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The new battleground for reputational risk

Technical / Operational

Industrial accidents Natural disasters

IT system failure Extreme weather

Fire Telecommunications failure
Pollution of the Power failure

environment

Internal External

Management Fraud Terrorist / criminal activity

Employee sabotage Epidemic
(including cyber crime)

Cyber afttack
Loss of key staff

NGO campaign

Human / Organisational / Social
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Bad news spreads VERY fast

Containing a crisis in a digital age

than one-quarter of crises spread o mternational media withan
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Social media plays
a significant role in
spreading the story

28%

of crises spread
internatiocally
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“It takes 20 years to build
a reputation and five
minutes to ruin it. If you
think about that, you'll
do things differently”
Warren Buffett
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How you communicate shapes your recovery

Figure 5: Communications strategy drives recovery
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Predictors of value protection

* Disclose promptly
e Demonstrate candour and transparency in disclosure

* Take responsibility for actions or those of your
agents

e Demonstrate credible follow up behaviours
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The communication conundrum

Why Yahoo Is Under Fire About
Cyber Hack Timeline

by Reuters SEPTEMBER 23, 2016, 4:59 PM EDT
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The communication conundrum
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Cyber crime — preparing your
communication response
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1) Information and analysis

e Confirm legal and regulatory requirements

e Conduct a cyber threat analysis (based on likelihood
AND reputational impact)
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2) Communication planning

* Conduct scenario planning

e Create an incident response plan (or include as part of your
existing crisis communication plan)

* Agree message themes

* Develop materials to be tailored and used in the event of an
incident

* |dentify stakeholders with whom you would need to
communicate (or whose expertise you would need)

* Plan your communications channels to reach stakeholders
(and contingencies for lack of email or internet)
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Cyber crime response - messaging

* Facts — what you know to be true

e Action — what you are doing to address the
breach

e Restitution — what you are doing to make the
situation right (or better) for those affected

* Prevention — what you are doing to reduce the
possibility of a repeat incident
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3) Build your team

 Determine your cyber incident response team

e Align legal, HR, communication and IT colleagues
ahead of an incident
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4) Train and rehearse — media training
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4) Train and rehearse — cyber exercise
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Panama Papers: Mossack Fonseca

' WikiLeaks (nwikileaks - Apr -

~'"® ANNOUNCE: In under two hours, the
Panama Papers - massive offshore leak
exposes the dirty dealings of hundreds of
famous figures, orgs.
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Panama Papers: Mossack Fonseca

MOSSACK X FONSECA

Client Announcement

Important Information

Apal 1, 2016
Dear Clients:

This is to inform you that we are in the process of an in-depth nvestigation with experts who have now confirmed that
unfortunately we have been subject t¢ an unauvthonzed breach of our email server If you have not heard from us untd
now, that means that we have reason to believe that your information was not compromised. We sincerely regret this
event and have taken all necessary measures to prevent this from happening again

At the moment, we are working with the help of outside consuitants (0 determine the extent to which cur system was
accessed by unauthorized persons, what specific information those persons have obtained and the number of parties
affected

Below is additional information on this event and the actions we are taking. Rest assured that we accerd the highest
prionty to the safety and confidentiality of your mformation. We empioy multiple layers of electronic secunty and limit
access to files to selected indivaduals within our firm in order to prevent breaches. As a result of this event, we have
faken addittonal measures to further sfrengthen our systems

' WikiLeaks @wikileaks - Api
I "Oops” #PanamaPapers

\
’”
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Panama Papers: Mossack Fonseca

MOSSACK 3K FONSECA

| LEGAL SERVICES | TRUST SERVICES | COMPANY FORMATION & FOUNDATIONS | INTELLECTUAL PROPERTY | OTHER BUSINESS UNITS

-
Complete Statement Regarding

Recent Media Coyverage at:

mossfonmedia.com

FEATURED SERVICES

B ST, !
' g /%’
8 SG
- @ BN
Companies & Foundations Trust Services Vessels & Yachts Exclusive Online Services
Our team of executives can A fiduciary entity regulated by the A wide range of maritime services, A secure online account that
quickly help you find the option Banking Superintendence of including: registration of yachts enabies you to access your
that best suits your needs.. Panama since 1993 and vessels.. corporate information anywhere
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Panama Papers: Mossack Fonseca

Esparfiol

MOS SACK >< FO N S ECA Statement Resources Facts Due Diligence & KYC Responses Contact

Statement Rega I"d i ng Tweets + auossen
Recent Media Coverage e p——

¢A quién beneficia la filtracion de los papeles de
Panama? cnnespanol.cnn.com/video/cnnee-
and, despite our efforts to correct the record, misrepresented the nature of our work and its Co..

Recent media reports have portrayed an inaccurate view of the services that we provide

role in global financial markets.

Th rt: ) iti d st , and pl th blic’s lack of #concluPAPELES
ese reports rely on supposition and stereotypes, and play on the public’s lack o e ELOY ALFARO DE

familiarity with the work of firms like ours. " ALBA

B Evmanictradn de

Read our complete Statement Regarding Recent Media Coverage (PD!
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Panama Papers: Mossack Fonseca

\/ MOSSACK FONSECA
\

Statement Regarding Recent Media Coverage

Recent media reports have porirayed an inaccursle view of he services that we provide and, despite owr
efforts to carrect the record, misrepresented the nature of our work and its role in global financisl markets.

These reports rely on supposition and stereotypes, and play on the public’s lack of famiianty with the
work of firms like curs. The unforfunate irony is that the materials on which these reports are based
aclually show the high standards we opersie undes, specifically that

* we conduct due diligence on clients at the outset of a potential engagament and on an ongoing
bass.

¢ we routinoly deny services to mdiwduals who are compromised or who tail ta provide information
we nead in order 1o comply with “know your client” obligations or when wa identify other red flags
through our due dligance;

o we routinely resign fom chent engagements when ongoing due diligence andlor updates lo
sanctions lsts reveals that a party 10 a company for which we provide services been either
conmvicied or fisted by a sanchoning body

« we routinaly comply with requests from authorities investigating companies of Indivicuals for
whom we are providing sendces; and

* wo work wah wd intenT , such as it banks, accountancies and law frms,
as part of the requiated global financial system

We would like 1o take this opportuny to address some speciic misconcaptions about owr work and clarify
the inaccuraces that are rie in the recent media repons

Incorporating companies |5 the nomal activity of lawyers and sgents around the workd. Services such as
company formabons, registered agent, and others are frequently used and provided in many workiwics
jurisdictions, Including the United States and the Unied Kingdom

Moreover, # is legal and common for companies 1o estabish commercial entities n different junadictions
for a varety of legiimase reasons, Including conducting cross-border mergers and acquisitions,
bankrupicies, estate planning, personal sataty, and restructirings and pooliing of nvestment capital from
investors residing In different jurisdictions who want a neutral legal and tax regime that does not benefd o
disadvantage any one Investor

These services are relaled fo facilitating document filings before the authorbes and registry of &
s junsdiction, and helping a company register for taxes and e for licenses. manage patents
and trademarks, file tax returns and other documentation.
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Panama Papers: Mossack Fonseca

News » World » Americas

Mossack Fonseca statement in full as law
firm responds to Panama papers report
and defends its 'high standards'

Company attacks 'inaccurate reports'

Staff | Tuesday 5 April 2016 | 12 comments
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Panama Papers: Mossack Fonseca

|\
A\

Mossack Fonseca

Tweets Tweets & replies Media

o

Mossack Fonseca & Co . Panama's st Mossack Fonseca

IS0 9001 cerited #Lawsim - Smement A\, Statement Regarding Recent Media
Regarding Recent Media Doverage

mmedia Coverage mossfon.com/media/
Q Panama @BBCNews @Independent @guardian
¥ motnnso @Telemetro

Joined November 2010
T/, Tweet to Mossack Fonseca

Statement Regarding
rage

1 the aervems that we prownte
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Panama Papers: Mossack Fonseca

Mossack Fonseca ('Mossfor

>\ From the Guardlan‘ "Using offshore
structures is entirely legal." buff.ly/1Xfhl45

Are all people who use offshore structures crooks?

No. Using offshore structures is entirely legal. There are many legitimate reasons
for doing so. Business people in countries such as Russia and Ukraine typically
put their assets offshore to defend them from "raids” by criminals, and to get
around hard currency restrictions. Others use offshore for reasons of inheritance
and estate planning.

\/ Mossack Fonseca (Mossfon  Apr
/< "Mossack Fonseca are simply the [ -] scapegoat for a much broader
campaign being waged" - Daniel Mitchell buff ly/204EEPG

View summary

\/ Mossack Fonseca (Mossfon - Apr 5
/& International analyst José Gabilondo believes that the media have
been too quick to judge Mossack Fonseca: buff.ly/1qg3WSnV

View summary

\/ Mossack Fonseca (Mossfon  Apr &
/& International tax police find new culprit to target: law firms -
caribbeannewsnow.com/topstory-Comme.
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Panama Papers: Mossack Fonseca

\/ Mossack Fonseca  Mossfon  Aprb
A\ A Conversation With Panama'’s Suddenly Notorious Offshore Lawyers
bloom.bg/1UER8hx via @business

RN PANAMA'S SUDDENLY NOTORIOUS LAWYERS
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Panama Papers: Mossack Fonseca

Statement Regarding
Recent Media Coverage

Recent media reports have portrayed an inaccurate view of the services that we provide

and, despite our efforts 10 comrect the record, misrepresented the nature of our work and fis

role in global financial markets.

These reports rely on supposition and stereotypes, and play on the public’s lack of
famitiarity with the work of firms like ours,

Read our complete Statement Regarding Recent Media Coverage (PDF)
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Cyber crime communication planning

* Confirm your legal/regulatory requirements
* Assess the potential reputational impact
 Develop an incident response plan

* Prepare key elements of your communication response in
advance

* Pre-identify, brief and align your team
 Conduct media training

* Rehearse your response

* Act on the learnings
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Contact Details

Jonathan Hemus, Insignia

Email: jonathanhemus@insigniacomms.com
Phone: 44 (0)786 8329102

Twitter: @jhemusinsignia

Web: WWW.insigniacomms.com
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Questions
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